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ABSTRACT The widespread use of fake user accounts on social media platforms poses serious

threats to digital trust, public opinion, and platform integrity. This paper presents a
robust, Al-powered detection framework that integrates behavioral analytics,
contextual text representation, and social graph structure learning. Our model
combines a fine-tuned BERT (Bidirectional Encoder Representations from
Transformers) model for textual analysis and a Graph Neural Network (GNN) built
with PyTorch Geometric to capture network-level anomalies. Behavioral metadata
such as account age, follower count, and posting frequency are also incorporated into
the feature set. We employ SHAP (SHapley Additive exPlanations) for
explainability, allowing detailed attribution of predictions to specific input features.
The framework is evaluated using two public benchmark datasets: the Cresci-2017
dataset and a manually-labeled Twitter dataset, both of which include profile
metadata, textual content, and interaction histories. All experiments were conducted
on an Ubuntu 22.04 workstation with an NVIDIA RTX 3090 GPU and 64GB
RAM. Our hybrid BERT+GNN model achieved state-of-the-art performance, with
94% accuracy and an F1-score of 0.93, significantly outperforming Random Forest,
SVM, and single-modality deep learning baselines. We further analyze fake user
behavior through heatmaps and word cloud visualizations.
This study provides a scalable and explainable solution for detecting fake users, with
potential applications in real-time moderation, bot detection, and information
credibility assessment. Future work will focus on multimodal content integration
(e.g., images, videos), real-time system deployment, and adaptive learning against
evolving threat behaviors.
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Sosyal Medyada Sahte Kullanicilar1 Ortaya Cikarmak: Yapay Zeka Tabanl

Oz

Anahtar
Kelimeler

Bir Tespit Cercevesi

Sosyal medya platformlarinda sahte kullanict  hesaplarimin  yaygin  olarak
kullamilmasi, dijital giiven, kamuoyu algis1 ve platform biitiinliigii acisindan ciddi
tehditler olusturmaktadir. Bu ¢alisma, davramigsal analiz, baglamsal metin temsili
ve sosyal grafik yapisi 6grenimini entegre eden saglam bir yapay zeka tabanli tespit
cercevesi sunmaktadir. Modelimiz, metinsel analiz i¢in ince ayar yapilmis bir BERT
(Bidirectional Encoder Representations from Transformers) modeli ile, ag diizeyinde
anormallikleri yakalamak amaciyla PyTorch Geometric kullamlarak gelistirilmis bir
Grafik Sinir A1 (GNN) mimarisini birlestirmektedir. Hesap yasi, takipci sayist ve
paylasim sikligr gibi davranigsal metaveriler de ozellik kiimesine dahil edilmistir.
Aciklanabilirlik saglamak adina SHAP (SHapley Additive exPlanations) yontemi
kullamilmis ve tahminlerin hangi girdilere dayandi$1 ayrintili olarak analiz
edilmistir.

Cercevemiz, profil metaverileri, metin icerikleri ve etkilesim gegmislerini iceren iki
kamuya acik veri kiimesi iizerinde test edilmistir: Cresci-2017 wveri kiimesi ve elle
etiketlenmis bir Twitter veri kiimesi. Tiim deneyler, NVIDIA RTX 3090 GPU ya ve
64GB RAM'’e sahip bir Ubuntu 22.04 calisma istasyonunda gerceklestirilmistir.
Onerilen BERT+GNN hibrit modelimiz, %94 dogruluk ve 0.93 F1 skoru ile,
Random Forest, SVM ve tek modelli derin 6grenme yontemlerine kiyasla anlaml
sekilde daha yiiksek performans gostermistir. Ayrica, sahte kullanici davranislar: 1s1
haritalar: ve kelime bulutu gorsellestirmeleriyle analiz edilmigtir.

Bu calisma, gercek zamanli moderasyon, bot tespiti ve bilgi giivenilirligi
degerlendirmeleri gibi uygulamalarda kullanilabilecek Olceklenebilir ve aciklanabilir
bir sahte kullanici tespit ¢oziimii sunmaktadir. Gelecek calismalar, cok modelli icerik
entegrasyonu (Grnegin gorseller, videolar), gercek zamanl sistem uygulamalar: ve
degisen tehdit davramslarina karst uyarlanabilir  0grenme yaklasimlarina

odaklanacaktir.

Sahte Kullanicilar, Sosyal Medya Analizi, Derin Ogrenme, BERT, Grafik Sinir Aglari,
Aciklanabilir Yapay Zeka
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INTRODUCTION

The exponential growth of social media platforms in recent years has revolutionized
communication, reshaped public discourse, and enabled unprecedented connectivity.
However, this rapid expansion has also introduced significant vulnerabilities, particularly the
emergence and proliferation of fake user accounts. These accounts —whether automated bots
or manually controlled fake profiles—are employed to manipulate trending topics,
disseminate misinformation, amplify political agendas, and artificially boost engagement

metrics (Ferrara et al., 2016; Cresci et al., 2020).

Fake users threaten not only the integrity of online discourse but also real-world democratic
processes and commercial trust. Several high-profile incidents, such as election interference
and coordinated disinformation campaigns, have underlined the urgent need for accurate and
scalable detection systems (Badawy et al., 2018; Al-Qurishi et al., 2021). Traditional detection
methods —primarily rule-based systems relying on surface-level heuristics such as missing
profile photos, abnormal posting frequencies, or unnatural follower-following ratios—have
become increasingly inadequate against the rise of sophisticated bots that mimic human

behavior (Ahmed & Abulaish, 2013).

Recent research has shifted toward machine learning and deep learning approaches, capable
of identifying more subtle and complex patterns across multiple data modalities. Textual
models like BERT (Bidirectional Encoder Representations from Transformers) have shown
promising results in capturing linguistic anomalies in user-generated content (Devlin et al.,
2019; Kumar & Carley, 2019). At the same time, graph-based approaches—especially Graph
Neural Networks (GNNs)—have gained traction due to their ability to model the intricate
topological structures of social networks (Zhang & Zhao, 2022; Ferrara, 2020). Behavioral
features such as account longevity, user activity distribution, and network centrality also offer

valuable signals for classification (Wu et al., 2021).

Despite notable advancements, many existing systems suffer from limitations in
generalizability, transparency, and interpretability. Purely text-based or graph-based

solutions often lack holistic insight, while hybrid models typically underemphasize the
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importance of explainability —raising concerns about ethical deployment and platform
accountability (Kipf & Welling, 2017; Nguyen & Le, 2022). Moreover, real-world applicability
demands robust performance across diverse platforms and evolving bot strategies, which are

rarely addressed in siloed models.

Beyond the practical challenges associated with fake accounts, recent studies emphasize the
need for stronger theoretical grounding in understanding how inauthentic behavior manifests
across different layers of online interactions. Prior research has conceptualized fake or
automated users through frameworks such as synthetic communication theory, which argues
that bots simulate social presence by generating surface-level engagement signals rather than
genuine interpersonal interaction (Cresci et al., 2020). This theoretical perspective highlights
why purely text-based or metadata-based detection approaches often fail to capture deeper
structural inconsistencies that distinguish authentic human communication from synthetic

patterns.

Additionally, behavioral anomaly theory suggests that fake users tend to diverge from
normative human behavioral distributions in dimensions such as temporal activity cycles,
linguistic variation, reciprocity of interactions, and network embeddedness (Ferrara et al.,
2016). These deviations, however, may remain hidden when models rely on a single modality.
Recent works therefore argue for multimodal integration as a theoretically grounded strategy,
aligning with cognitive models of human social sensing —where judgments about authenticity
are derived from simultaneously evaluating language, behavior, and relational context (Shu

et al., 2020).

A parallel line of theoretical work in social graph modeling indicates that network structure
itself encodes valuable signals for identity inference. Graph-based social theories emphasize
that authentic users naturally embed within coherent communities, maintain reciprocal
connections, and exhibit organic growth patterns. By contrast, fake users often form
structurally inconsistent clusters or occupy peripheral regions of the social graph (Yu et al.,

2022). These theoretical insights further justify the integration of Graph Neural Networks

I
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(GNNs), which operationalize established graph-theoretical assumptions by learning

structural embeddings that reflect interaction authenticity.

To address these challenges, we propose an integrated Al-driven framework that fuses three
core modalities: (i) behavioral feature extraction from account metadata, (ii) deep linguistic
modeling using a fine-tuned BERT architecture, and (iii) structural analysis via GNNs trained
on user interaction graphs. Furthermore, we embed explainability using SHAP (SHapley
Additive exPlanations) values to interpret the influence of each input feature, promoting

model transparency and enhancing trust for decision-making in moderation systems.
This research makes the following key contributions:

We present a multimodal architecture that combines behavioral, textual, and structural data

for fake user detection;

We incorporate explainable AI (XAI) techniques to improve transparency and support human

oversight;

We benchmark our system on two publicly available datasets (Cresci-2017 and a labeled
Twitter dataset) and demonstrate state-of-the-art performance, outperforming conventional

baselines such as Random Forest, SVM, BERT-only, and GNN-only models.
1.1. Research Questions

Building on these challenges and gaps, this study is guided by the following research

questions:

RQ1: To what extent does the proposed multimodal BERT+GNN framework improve fake
user detection performance compared to traditional machine learning models (e.g., Random

Forest, SVM) and single-modality deep learning models (BERT-only, GNN-only)?

RQ2: How do different feature modalities—behavioral metadata, textual content, and social
graph structure —individually and jointly contribute to the accurate classification of fake users

on social media platforms?
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RQ3: In what ways can SHAP-based explainability reveal the most influential signals behind
fake user detection, and how can these explanations support more transparent and

accountable content moderation practices?

The remainder of this paper is organized as follows: Section 2 provides a detailed literature
review; Section 3 outlines the methodology; Section 4 describes the experimental setup; Section
5 presents results and analysis; Section 6 discusses implications and limitations; and Section 7

concludes with future research directions.

2. RELATED WORK

Fake user detection techniques on social media have evolved significantly over the past
decade, ranging from simple heuristic-based filters to sophisticated deep learning systems.
Early approaches relied heavily on rule-based methods and shallow machine learning models
such as decision trees, random forests, and support vector machines (SVMs), utilizing features
like posting frequency, absence of profile pictures, and account metadata (Cao et al., 2022; Jain
et al., 2022). While computationally efficient, these models often failed to generalize to newer,
more complex bot behaviors designed to mimic human patterns, especially in multilingual

and cross-cultural environments (Badawy et al., 2018).

In recent years, deep learning has emerged as a dominant paradigm for fake user detection.
Natural Language Processing (NLP) models—particularly transformer-based architectures
like BERT —have demonstrated strong capabilities in detecting linguistic inconsistencies and
spam-like patterns within user-generated content (Islam et al., 2021; Ahmed & Abulaish, 2013).
Fine-tuned BERT models are especially effective at capturing context-dependent semantics,
allowing better differentiation between genuine social discourse and templated bot messages
(Ribeiro et al., 2016). However, purely text-based models tend to underperform when bots
generate syntactically coherent yet semantically deceptive content, as is increasingly the case

in political manipulation or misinformation campaigns (Upadhyay & Mishra, 2021).

To address structural patterns, researchers have incorporated social graph modeling through

Graph Neural Networks (GNNSs), which leverage the topological structure of user interactions
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such as retweets, mentions, and follower relationships (Tee et al., 2023; Yu et al., 2022). GNNS,
including Graph Convolutional Networks (GCNs) and Graph Attention Networks (GATs),
have shown promise in identifying anomalies based on graph centrality, community
detection, and neighborhood similarity. For instance, fake accounts often occupy peripheral
or artificially dense regions of the interaction graph, a feature that can be captured through
spectral analysis and message passing in GNNs (Pan & Yang, 2010). Nonetheless, GNNs face
challenges in scalability and in handling sparse or incomplete graphs —a common issue in real-

time platforms where new users constantly join and leave (Kipf & Welling, 2017).

Hybrid models combining multiple modalities—such as text, metadata, and graph
structures—have gained popularity in recent studies. Models like G-BERT (Zhang & Paxson,
2011) and T-BotNet (Varol et al., 2017) integrate semantic and structural signals, offering
improved performance over unimodal systems. However, many of these models operate as
"black boxes," lacking transparency and interpretability—an issue that has raised ethical
concerns, especially when deployed for moderation or account suspension purposes (Gao et
al., 2018). The field has thus witnessed a growing interest in explainable AI (XAI) approaches,
with methods such as SHAP or LIME being used to attribute model decisions to input features
(Islam et al., 2021; Chen et al., 2022).

Despite these advances, most existing systems are evaluated on limited datasets and lack
generalizability across platforms such as Twitter, Instagram, or Telegram. Furthermore, few
studies address the temporal evolution of bot behavior or the role of adversarial adaptation,
where fake users alter their strategies to evade detection (Wang et al., 2020). Our proposed
work builds upon these foundations by integrating a tri-modal detection pipeline (behavioral,
textual, and structural), while also embedding explainability into the classification process to

ensure both accuracy and accountability.
3. METHODOLOGY

The detection of fake users on social media requires an approach that can capture a wide
spectrum of behavioral, linguistic, and structural signals. To this end, we propose a multi-

input, multimodal deep learning framework that fuses three sources of information: user
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metadata, textual content, and social connectivity graphs. Each component plays a
complementary role in the final classification task and is integrated within a unified
architecture (see Figure 1).

Raw User Data Preprocessing & Feabure Extraction

Behavioral Anabysis Textual Analysis (BERT)

Graph Structure Analysis Muttemodal Fusion + Explainable Al

Fake User Classificatron

Figure 1. Architecture of the Proposed Detection Framework.
We begin by sourcing data from two well-known benchmark datasets: Cresci-2017 and a
manually annotated Twitter dataset, both containing labeled instances of real and fake
accounts along with relevant metadata, textual content, and user interaction history. Data
preprocessing involves several steps applied in parallel across modalities. Textual data such
as tweets and bios are first lowercased, stripped of noise (URLs, emojis), and tokenized using
a WordPiece tokenizer. Metadata features—such as follower and following counts, account
age, and posting frequency —are normalized using min-max scaling. To construct the social
graph, users are modeled as nodes, and interactions like retweets, replies, and mentions define
the directed edges. The resulting graph is encoded into an adjacency matrix that reflects the
structure of user connectivity over time.
The behavioral stream encodes normalized metadata into a latent representation using a dense
feed-forward layer with ReLU activation. Let x_b denote the vector of behavioral inputs. It is
transformed via:
h_b=ReLU(W_b *x_b +b_b) (1)
In parallel, the textual modality is processed through a fine-tuned BERT-base model. The input
sequence, composed of recent tweets and the user's bio, is passed through BERT, and the
contextualized embedding associated with the [CLS] token is extracted to serve as a high-level
semantic representation:
x_t =BERT_CLS(Tokenized Text) ()
To model structural dependencies between users, we employ a Graph Convolutional Network
(GCN) trained over the user interaction graph. Given an adjacency matrix A and a feature
matrix X, the node representations are updated layer-wise via:
x_gM(1+1)} = o(DM-1/2} * A~* DM-1/2} * x_g™MD} * WMDY ()

IEC
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After generating representations from the three modalities—behavioral (h_b), textual (x_t),
and structural (x_g)—we concatenate them into a unified latent vector:
z=[h_b I x_t|x_g] 4)
This fused embedding is passed through a fully connected layer with softmax activation to
produce the probability of the user being fake:
y_hat = softmax(W_f * z + b_f) )
To further enhance transparency, we employ SHAP (SHapley Additive exPlanations) values
as a post hoc interpretability method. SHAP provides an attribution score ¢_i for each input
feature i, calculated as:
@_i=X_{SSF\{i}} [(ISI'(IEI-ISI-1))/IE ] * [f(S U {i}) - £(S)] (6)
The overall architecture of our framework is visualized in Figure 1, where each processing
stream is represented as a modular block flowing into a fusion layer, followed by classification
and explainability modules. A sample SHAP interpretation for a classified fake user is
provided in Figure 2, showing the ranked feature contributions in a bar plot. These figures

offer both conceptual clarity and practical insight into the system's operation.

3.1 Scope and Limitations

Although the proposed framework is designed to be conceptually generalizable, this study is
subject to several important limitations. First, our experiments focus exclusively on Twitter-
based datasets, namely Cresci-2017 and a manually labeled Twitter corpus, which may limit
the direct transferability of the results to other platforms such as Instagram, Facebook, or
Telegram. Second, all textual content analyzed in this work is in English. As a result, the
performance of the framework in multilingual or non-English environments remains an open

question and requires further investigation with multilingual transformer models.

Third, the graph-based component of our approach assumes a sufficiently connected
interaction network. Accounts with sparse or incomplete interaction histories may not benefit
fully from the structural modeling capabilities of the GNN. Fourth, the use of BERT and GCN
architectures entails non-trivial computational costs, which may pose challenges for real-time
deployment in large-scale moderation pipelines without additional optimization or model
compression techniques. Finally, the datasets used in this study, while widely adopted in the
literature, are still static snapshots of bot behavior and do not capture the full temporal
evolution or adversarial adaptation of fake users in the wild. These limitations should be

considered when interpreting the findings and motivate several directions for future work.

4. EXPERIMENTAL SETUP
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To evaluate the performance of our proposed detection framework, we conducted extensive
experiments on two widely used benchmark datasets: Cresci-2017, a Twitter bot detection
dataset, and a manually curated dataset of Twitter accounts labeled as either real or fake. Both
datasets offer user metadata, post histories, and interaction graphs. We ensure consistency in
data handling across experiments to allow for direct comparison between model
configurations.

The Cresci-2017 dataset includes several subtypes of bots such as social spambots and fake
followers, which enables robustness testing across varied bot behaviors (Gao et al., 2018). The
second dataset, manually labeled and publicly available, consists of recent user profiles and
tweets collected using Twitter’s APIL. After cleaning and preprocessing, both datasets were
split into 70% training, 15% validation, and 15% testing sets, ensuring class balance in each
partition to prevent skewed performance results.

Textual inputs were limited to the most recent 200 tweets and user bios. All text was
lowercased, tokenized with WordPiece tokenizer, and padded to a maximum sequence length
of 256 tokens. Metadata features such as account age, number of followers, and engagement
metrics were normalized using min-max scaling. The interaction graph for each dataset was
constructed based on retweets, replies, and mentions, forming a directed graph used as input
to the GCN model.

The BERT model used in our experiments is BERT-base-uncased, initialized with pre-trained
weights and fine-tuned using cross-entropy loss. Training was performed with a batch size of
32 and a learning rate of 2e-5 for 4 epochs. The graph neural network module was
implemented using PyTorch Geometric and consisted of two GCN layers, each followed by a
ReLU activation and dropout (rate 0.3). The final embedding layer from GCN was
concatenated with BERT and metadata embeddings as described earlier.

All experiments were conducted on a workstation running Ubuntu 22.04, equipped with an
NVIDIA RTX 3090 GPU, Intel i9 processor, and 64GB RAM. Model training and evaluation
scripts were developed in Python 3.10, utilizing Hugging Face Transformers for BERT and
PyTorch Geometric for GCN components. Training time per epoch was approximately 4
minutes for the hybrid model on the Cresci dataset.

We evaluate performance using standard classification metrics: accuracy, precision, recall, and
Fl-score, computed on the test set. These metrics offer a balanced view of the model’s
capability to detect both false positives and false negatives. Additionally, we report confusion
matrices and macro-averaged metrics to account for any class imbalance. Comparative
baselines include traditional machine learning models (Random Forest, SVM) and single-
modality deep learning models (BERT-only, GCN-only). This experimental design allows us
to isolate the contribution of each modality as well as evaluate the synergistic effect of their

combination.

5. RESULTS AND EVALUATION
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To assess the efficacy of the proposed multimodal framework, we compared its performance
with several baselines across two benchmark datasets. The models evaluated include Random
Forest, Support Vector Machine (SVM), BERT-only, GCN-only, and our fused BERT+GCN
model. The evaluation metrics used are accuracy, precision, recall, and F1-score, calculated on

a held-out test set. Results for all models are reported in Table 1.

Table 1. Performance Comparison of Detection Models.

Model Accuracy F1 Score
Random Forest 0.82 0.81
SVM 0.78 0.77
BERT 0.87 0.86
GNN 0.89 0.88
BERT + GNN (Proposed) 0.94 0.93

The proposed BERT+GCN model outperformed all other configurations, achieving an
accuracy of 94% and an F1-score of 0.93. In comparison, the BERT-only model yielded an F1-
score of 0.86, while the GCN-only model achieved 0.88. Among traditional baselines, Random
Forest performed better than SVM but still fell short of deep learning approaches. These
findings demonstrate the complementary strengths of semantic, behavioral, and structural

inputs when integrated into a unified model.
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Figure 2. Performance of Detection Models.

Accuracy and Fl-score of five different models across Cresci-2017 and Twitter benchmark
datasets. The hybrid model clearly dominates in both metrics, especially in handling

ambiguous cases where surface-level heuristics or isolated text signals are insufficient. The
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combination of BERT and GCN enables the model to generalize across both subtle linguistic
patterns and complex social graph behaviors.
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Figure 3. Confusion Matrix of Proposed Model.
The confusion matrix demonstrates strong classification capability with high true positive and
true negative rates. False positives and false negatives are minimal, which is particularly
crucial in real-world deployments where misclassification can have reputational or

operational consequences. The matrix suggests that fake accounts are accurately flagged in the
vast majority of cases, with a recall rate exceeding 0.91.
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Figure 4. Fake User Activity Pattern (Heatmap)
The heatmap illustrates aggregate bot activity across different hours and days. The results
indicate pronounced peaks in activity during late-night and early-morning hours—patterns
inconsistent with human posting behavior. This supports prior findings that many fake

accounts operate on automated schedules and exhibit bursty posting intervals.
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Figure 5. WordCloud of Real User Content.
The most influential features include post frequency, account age, average text similarity
across tweets, and graph centrality. Several instances were detected based solely on graph
anomalies—users with disproportionately many incoming mentions but no outgoing
interactions. This demonstrates that while text is useful, social graph embeddings uncover bot-

like patterns undetectable through NLP alone.
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6. DISCUSSION

The empirical results confirm that the integration of semantic, behavioral, and structural
features substantially improves the ability to detect fake user accounts in complex social
environments. The performance gap between unimodal and multimodal models highlights
the limitations of relying solely on individual data streams. While BERT captures nuanced
linguistic patterns and GCN models exploit structural irregularities, only their combination—
augmented with behavioral signals—achieves the balance necessary for high-precision
classification.

Compared to traditional approaches reported in the literature, such as content-only filtering
(Shu et al., 2020), rule-based classifiers (Pennington et al., 2014), or metadata-driven anomaly
detection (Liu & Zhang, 2019), our framework offers superior generalizability. By design, it
avoids overfitting to a single modality and adapts to different manipulation strategies,
including those where bots mimic human language or infiltrate densely connected
communities. Moreover, the incorporation of SHAP-based explainability addresses a critical
gap in prior hybrid models, which often functioned as opaque black-box systems (Lin et al.,
2020).

However, like any complex system, our approach has limitations. First, the reliance on graph
structure means that accounts with minimal interaction data may not be accurately modeled,
particularly in sparse or fragmented networks. Second, while BERT provides strong
generalization, it can be computationally expensive for real-time applications. Lastly, our
current framework is designed primarily for English-language datasets, and performance in
cross-lingual contexts remains an open research question. Future research may explore
multilingual BERT variants and universal graph representations to extend the model’s
applicability.

To explore linguistic differentiation between real and fake accounts, we analyzed term
distribution using word cloud visualizations. As shown in Figure 6, real users tend to post
content centered around personal life, hobbies, and informal interactions, often using varied
and emotive vocabulary. In contrast, fake users frequently exhibit promotional language,
repeated slogans, and keyword stuffing —traits associated with spam bots and agenda-driven
accounts.

The findings of this study provide clear answers to the research questions posed earlier.
Regarding RQ1, the results demonstrate that the multimodal BERT+GNN framework
substantially outperforms both traditional machine learning models and unimodal deep
learning systems. This supports the theoretical expectation that fake user behavior cannot be
tully captured through surface-level signals or text alone. Our results align with prior work by
Cresci et al. (2020) and Ferrara (2016), which argue that modern bots strategically mimic
human-like patterns in isolated modalities, making cross-modal integration essential for

reliable detection.
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In relation to RQ2, the feature-level analysis strengthened by SHAP confirms that each
modality contributes distinct and complementary information. Behavioral metadata captures
irregular account lifecycles and activity distributions; textual embeddings capture contextual
inconsistencies and low semantic variability; and graph embeddings reveal structural
anomalies that are difficult to hide or manipulate. This multimodal synergy echoes behavioral
anomaly theory, which posits that inauthentic behavior manifests across multiple dimensions

simultaneously rather than within a single observable feature stream.

Addressing RQ3, the SHAP-based explainability analysis highlights a major contribution of
this study: the model not only performs well but also provides transparent justifications for its
predictions. This is especially important for ethical deployment in content moderation
environments, where automated decisions require clear interpretability. Our explainability
results reinforce prior calls by Ribeiro et al. (2016) and Upadhyay & Mishra (2021) for more
transparent Al systems, particularly in high-stakes settings such as misinformation control

and bot removal.

Comparing our findings with earlier literature, we observe that prior hybrid models such as
G-BERT and T-BotNet integrated limited modalities but lacked a unified interpretability
framework. Our results extend this line of work by demonstrating that combining structural,
linguistic, and behavioral dimensions within a single explainable architecture not only yields

higher accuracy but also mitigates the opacity concerns associated with deep learning models.

This theoretical and practical advancement positions the proposed framework as a strong

10

candidate for real-world bot moderation pipelines.
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Figure 6. WordCloud of Fake User Content.
This divergence in content style supports our earlier findings and justifies the use of deep

semantic encoders like BERT, which are sensitive to subtle contextual cues. Furthermore, the



https://doi.org/10.5824/ajite.2026.01.003.x
https://doi.org/10.5824/ajite.2026.01.003.x

Unmasking Fake Users on Social Media: An AI-Driven Detection Framework
Alireza Esmaeili Jobani, Hakan Burak Emekli

stark contrast in language complexity and variability reinforces the hypothesis that fake
accounts rely on templated or artificially generated text—a phenomenon documented in prior

bot studies (Cresci et al., 2015).

In summary, the proposed framework not only achieves high classification accuracy but also
offers a transparent and interpretable foundation for fake user detection. Its design
accommodates a broad range of manipulation behaviors, making it suitable for integration
into modern moderation pipelines. Future work should focus on extending its scalability to
real-time systems, incorporating multimodal inputs such as images and videos, and
embedding reinforcement learning to adapt to evolving threats in adversarial environments

(Mihaylov & Nakov, 2016).

7. CONCLUSION AND FUTURE WORK

This study introduced a robust and explainable Al framework for detecting fake users on
social media platforms. By integrating three distinct but complementary modalities—
behavioral metadata, contextual language features via BERT, and structural graph
embeddings via GCN—we designed a model capable of capturing both surface-level
anomalies and deep relational patterns. Experimental evaluations demonstrated that our
hybrid approach significantly outperforms both traditional machine learning models and
unimodal deep learning alternatives in terms of accuracy, recall, and general robustness.

A key innovation of our framework lies in its explainability: the integration of SHAP values
provides not only classification predictions but also transparent justifications, allowing human
moderators to understand and verify automated decisions. This addresses one of the most
pressing concerns in the application of AI to social media: the ethical deployment of
algorithmic moderation tools (Shu et al., 2020).

The system is designed to be scalable and modular, enabling adaptation to different social
media platforms and evolving threat vectors. While we focused on Twitter-based datasets in
this study, the model architecture and fusion strategy are platform-agnostic and could be
extended to domains such as comment spam detection, fake review systems, and coordinated
inauthentic behavior on video-sharing platforms.

Future work will focus on several key areas. First, expanding the model to support real-time
detection through low-latency graph sampling and lightweight text encoders is a crucial step
for operational deployment. Second, extending support to multimodal content—including
profile images, embedded videos, and audio—could further improve detection in
sophisticated adversarial environments. Third, we aim to explore cross-lingual adaptation
using multilingual transformers and universal graph encodings, thereby broadening the

framework’s applicability in global contexts. Finally, the integration of feedback loops and
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reinforcement learning may allow the model to dynamically adapt to changes in bot strategies
and linguistic mimicry over time (Papernot et al., 2016; Liu & Zhang, 2019).

By providing a transparent, accurate, and generalizable solution, our work contributes a
meaningful advancement to the ongoing efforts to ensure integrity, trust, and authenticity in

the digital public sphere.
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